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FDP Overview
In today’s interconnected world, businesses, individuals, and organizations face an increasing

number of cyber threats. From data breaches to ransomware attacks, cybersecurity has never
been more critical. This hands-on workshop is designed to provide participants with the
knowledge, skills, and tools required to navigate the complex landscape of cybersecurity and
network security. Throughout the sessions, you’ll learn not only the theory behind cybersecurity
but also practical applications using real-world tools. Whether you’re a seasoned IT professional or
someone new to the field, this workshop will empower you to strengthen defenses and mitigate
security risks effectively.

What Will you learn
e Overview of Cybersecurity, Types of Cyber Threats: Phishing, malware, ransomware,

denial-of-service (DoS) attacks, and more

e Common Network Security Tools: Understand how firewalls filter traffic and how IDS
systems monitor networks for suspicious activities, Learn how VPNs ensure secure
communication over untrusted networks.

e Hands-On with Cybersecurity Tools: Wireshark, Metasploit Framework, Kali Linux Tools

e Malware Analysis: Static/Dynamic Analysis: Process Hollowing; Anti Analysis; Obfuscation;
Persistence analysis, PE Header Analysis etc

e Cyber Defense Best Practices: Security Protocols: SSL/TLS, HTTPS, and other encryption
methods used to protect sensitive data, tips and strategies for securing computers,
mobile devices, and entire networks against cyberattacks

e Blockchain and distributed ledger technologies

e Real-World Case Studies
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